e Opening Encrypted Email from

SERVICES

FARIBAULT &

= Human Services of Faribault & Martin Counties .

In April of 2023, Human Services of Faribault & Martin Counties began conversion to Office 365 for Government.
This included email and how encrypted email is processed. This user guide has basic instructions on how to open
encrypted email received from our agency.

PLEASE NOTE: some screen captures displayed will vary depending on your email client application. The steps
remain the same. TO OPEN AN ENCRYPTED EMAIL
NOTE: Before you can open an encrypted email received from our agency you will need access to the Internet and
have an open internet browser, like: Internet Explorer, Google Chrome, or Firefox.

1.Find and open the encrypted email
notification in your inbox.

2.Click and open the attachment
message.html.
— OR—
Save and open the attachment
message.html. (Either way will advance to
the next screen) et
The Encrypted Message page opens. o
Your email information will be filled in for
you.

3.Click Use a one-time passcode.
B 8 M Ererypted Mg x|
— OR— O @
If you have a Microsoft Account, you can
select “Sign In”. You will be prompted to
log into your account, once authenticated S —
your message will open in a browser _
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A new browser tab opens and displays a
message containing instructions. To view the messags, sign in with a Mgl sccox
DO NOT CLICK “Continue”, until after you A
are sent an email with a Passcode. >
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4. Leave this Window (or Tab) OPEN. You
will return to it, after you receive your
passcode.




A new browser tab opens and displays a
message containing instructions.
DO NOT CLICK “Continue”, until after you are
sent an email with a Passcode.

4. Leave this Window (or Tab) OPEN. You will
return to it, after you receive your passcode.

5. Switch back to your email.

6.Find and open the passcode message sent
by Microsoft.

7.Copy or write down the passcode.

8.Return to Encrypted Message window (or
Tab) in your browser.

9.Enter the passcode in the box “One time
passcode”.

NOTE: If you will be receiving multiple emails
from our agency today, check the box “This is
a private computer. Keep me signed in for
12hours”, AND leave your browser open, this
will allow for automatic decryption for the
remainder of the day.

10.Click Continue.

Your email will open in your web browser for
you to read and work with. Note: the message
opens in the web browser NOT in your inbox.
To reply or return a message you will need to
return to your email client application.
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Enarypted Message

We sent a one-time passcode 1o
mn.us.

Please check your email, enter the one-time passcode
The one-time passcode will expire in 15 minutes,

One-time passcode ||

[ This iz a private computar Keap me sgned in for 12 haurs.
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Didn’t receive the one-time passcede? Check your spam felder or gat
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We sent a one-time passcode to

STINLUS,

Please check your email, enter the ene-time passcode and click continue.
The one-time passcode will expire in 15 minutes.
\[;‘-n.;-hm_f- passcode [36353682
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Didn't receve the one-ime passcode? Checkyour spam folder or get ancther ane-tims

passcoe



